YAK Pro (PHP Obfuscator) Installation and Configuration Guide
1. Install Git

Before proceeding, ensure Git is installed on your system:
- Download and install Git from git-scm.com.
- Verify the installation by running: git --version

2. Set Up Directories

1. Open a Command Prompt (CMD).
2. Navigate to the root of your C: drive: cd C:3. Create a folder for YAK Pro: mkdir yakpro

3. Clone YAK Pro Repository

1. Change into the newly created directory: cd C:\yakpro
2. Clone the YAK Pro repository into the yakpro folder: git clone https://github.com/pk-fr/yakpro-po.git ./yakpro

4. Clone PHP-Parser Repository

1. Navigate to the yakpro directory: cd C:\yakpro\yakpro
2. Clone the PHP-Parser repository: git clone https://github.com/nikic/PHP-Parser.git
3. Navigate to the PHP-Parser folder: cd PHP-Parser
4. Switch to the 4.x branch of PHP-Parser: git checkout 4.x
5. Verify the branch: git branch (It should display * 4.x).

5. Install Dependencies for PHP-Parser

1. Ensure Composer is installed on your system. If it’s not installed, download it from getcomposer.org and install it.
2. Navigate to the PHP-Parser directory: cd C:\yakpro\yakpro\PHP-Parser
3. Run the following command to install dependencies: composer install
4. Confirm that the vendor/autoload.php file is generated in the PHP-Parser directory.

6. Link PHP-Parser with YAK Pro

1. Open the yakpro-po.php file located in C:\yakpro\yakpro in any text editor.
2. Add the following line at the top of the file, just before the switch($conf->parser_mode) line:
    require_once 'PHP-Parser/vendor/autoload.php';
   This ensures YAK Pro correctly uses PHP-Parser.

7. Configure YAK Pro

1. YAK Pro uses a configuration file named yakpro-po.cnf.
2. By default, the tool will use the configuration file located in: C:\yakpro\yakpro\yakpro-po.cnf
3. Modify the configuration file as needed. Ensure paths and settings match your project’s requirements.

8. Test YAK Pro Installation

1. Return to the main yakpro directory: cd C:\yakpro\yakpro
2. Test the installation: php yakpro-po.php
   If the installation is successful, you will see the version of YAK Pro and usage instructions.

9. Obfuscate a PHP File

1. Place your PHP source file (e.g., customer_invoice.php) in a directory relative to yakpro.
   Example: Place customer_invoice.php in the parent directory:
   C:\yakpro\customer_invoice.php
2. Run the obfuscation command:
    php yakpro-po.php ../customer_invoice.php -o ../cust_inv.php
    - Input File: ../customer_invoice.php
    - Output File: ../cust_inv.php
3. Verify that the obfuscated file cust_inv.php is created in the specified output location.
You can also obfuscate a folder not a single file

php -d memory_limit=2G yakpro-po.php ../../xampp/htdocs/main -o ../../xampp/htdocs/main2

increase memory limit

and you can edit in yakpro-ph.php

add the below : under require_once 'include/classes/config.php';
  $conf->scramble_mode = 'identifier_only'; // Minimal obfuscation
 
You can run in that way less intense	

php -d memory_limit=2G yakpro-po.php ../../xampp/htdocs/main -o ../../xampp/htdocs/main2 --no-obfuscate-string-literal --no-obfuscate-function-name --shuffle-statements

10. Troubleshooting



If you encounter any issues:
- Ensure the file paths are correct.
- Ensure PHP and Composer are properly installed and available in your system's PATH.
- Verify the PHP-Parser/vendor/autoload.php file exists.
- Debug file paths by adding realpath() outputs in the yakpro-po.php script.

Conclusion

You’ve successfully installed and configured YAK Pro to obfuscate PHP files. You can now use it to protect your PHP code. Repeat the obfuscation command for other files as needed.


php -d memory_limit=2G yakpro-po.php ../../xampp/htdocs/main -o ../../xampp/htdocs/main2 --no-obfuscate-string-literal --no-obfuscate-function-name --no-obfuscate-variable-name --no-obfuscate-class-name --no-obfuscate-namespace-name --no-obfuscate-method-name --no-obfuscate-property-name --no-obfuscate-constant-name --no-obfuscate-trait-name --no-obfuscate-interface-name --no-obfuscate-label-name --no-shuffle-statements --no-strip-indentation

















Usage:

yakpro-po
Obfuscates according configuration file!
(See configuration file loading algorithm)

yakpro-po source_filename
Obfuscates code to stdout

yakpro-po source_filename -o target_filename
Obfuscates code to target_filename

yakpro-po source_directory -o target_directory
Recursivly obfuscates code to target_directory/yakpro-po (creates it if it does not already exist).

yakpro-po --config-file config_file_path
According to config_file_path.

yakpro-po --clean
Requires target_directory to be present in your config file!
Recursivly removes target_directory/yakpro-po


Configuration file loading algorithm:
(the first found is used)

    --config-file argument value
    YAKPRO_PO_CONFIG_FILE environment variable value if existing and not empty.

    filename selection:
           YAKPRO_PO_CONFIG_FILENAME environment variable value if existing and not empty,
           yakpro-po.cnf otherwise.

     file is then searched in the following directories:
            YAKPRO_PO_CONFIG_DIRECTORY  environment variable value if existing and not empty.
            current_working_directory
            current_working_directory/config
            home_directory
            home_directory/config
            /usr/local/YAK/yakpro-po
            source_code_directory/default_conf_filename

      if no config file is found, default values are used.

      You can find the default config file as an example in the yakpro-po.cnf file of the
      repository.
      Do not modify it directly because it will be overwritten at each update!
      Use your own yakpro-po.cnf file (for example in the root directory of your project)

      When working on directories,
      context is saved in order to reuse the same obfuscation translation table.
      When you make some changes in one or several source files,
      yakpro-po uses timestamps to only reobfuscate files that were changed
      since the last obfuscation.
      This can save you a lot of time.

      caveats: does not delete files that are no more present...
               use --clean  command line parameter, and then re-obfuscate all!

Other command line options:
(override config file settings)

    --silent                            do not display Information level messages.
    --debug                             (internal debugging use) displays the syntax tree.

    -s or
    --no-strip-indentation              multi line output
    --strip-indentation                 single line output

    --no-shuffle-statements             do not shuffle statements
    --shuffle-statements                       shuffle statements

    --no-obfuscate-string-literal       do not obfuscate string literals
    --obfuscate-string-literal                 obfuscate string literals

    --no-obfuscate-loop-statement       do not obfuscate loop statements
    --obfuscate-loop-statement                 obfuscate loop statements

    --no-obfuscate-if-statement         do not obfuscate if statements
    --obfuscate-if-statement                   obfuscate if statements

    --no-obfuscate-constant-name        do not obfuscate constant names
    --obfuscate-constant-name                  obfuscate constant names

    --no-obfuscate-variable-name        do not obfuscate variable names
    --obfuscate-variable-name                  obfuscate variable names

    --no-obfuscate-function-name        do not obfuscate function names
    --obfuscate-function-name                  obfuscate function names

    --no-obfuscate-class_constant-name  do not obfuscate class constant names
    --obfuscate-class_constant-name            obfuscate class constant names

    --no-obfuscate-class-name           do not obfuscate class names
    --obfuscate-class-name                     obfuscate class names

    --no-obfuscate-interface-name       do not obfuscate interface names
    --obfuscate-interface-name                 obfuscate interface names

    --no-obfuscate-trait-name           do not obfuscate trait names
    --obfuscate-trait-name                     obfuscate trait names

    --no-obfuscate-property-name        do not obfuscate property names
    --obfuscate-property-name                  obfuscate property names

    --no-obfuscate-method-name          do not obfuscate method names
    --obfuscate-method-name                    obfuscate method names

    --no-obfuscate-namespace-name       do not obfuscate namespace names
    --obfuscate-namespace-name                 obfuscate namespace names

    --no-obfuscate-label-name           do not obfuscate label names
    --obfuscate-label-name                     obfuscate label names

    --scramble-mode     identifier|hexa|numeric         force scramble mode
    --scramble-length   length ( min=2; max = 16 for scramble_mode=identifier,
                                        max = 32 for scramble_mode = hexa or numeric)

    --whatis scrambled_name             retrieves original symbol from obfuscation context.
                                        (usefull for debugging your code when you give away
                                        obfuscated code, and keep the same obfuscation context).
                                        Tip: do not include the $ symbol, or use \$ because
                                        $ has special meaning in shell.

    -h or
    --help                              displays help.

