SSH Tunneling Setup Guide
Server-Side Configuration (Windows Server)
1. Install OpenSSH Server
1. Open Server Manager.
2. Click on Add Roles and Features.
3. Under Features, select OpenSSH Server and click Install.
2. Start and Enable SSH Service
Open PowerShell as Administrator and run the following commands:
Start-Service sshd
Set-Service -Name sshd -StartupType 'Automatic'
3. Allow SSH in Windows Firewall
Run the following command in PowerShell to allow SSH traffic:
New-NetFirewallRule -Name sshd -DisplayName 'OpenSSH Server (sshd)' -Enabled True -Protocol TCP -Action Allow -LocalPort 22
4. Verify SSH Server is Running
Check if SSH is running using the command:
Get-Service -Name sshd
5. Configure SSH Access (Optional)
· SSH Keys Authentication:
· Generate an SSH key pair on your client machine.
· Copy the public key to C:\ProgramData\ssh\authorized_keys.
· Enable Password Authentication:
· Open the SSH configuration file:
· C:\ProgramData\ssh\sshd_config
· Ensure the line PasswordAuthentication yes is uncommented.
· Restart the SSH service:
· Restart-Service -Name sshd
Client-Side Configuration
1. Using Termux on Android
1. Install Termux from the Play Store.
2. Update and upgrade packages:
3. pkg update && pkg upgrade
4. Install OpenSSH:
5. pkg install openssh
2. Connect to SSH Server
To connect to the server using SSH, run:
ssh username@hostname_or_ip_address
If using a custom port (e.g., 2222):
ssh username@192.168.1.100 -p 2222
3. Setting Up Port Forwarding (Tunneling)
MySQL Port Forwarding
If you need to connect to a remote MySQL server securely, use:
ssh -L 3306:localhost:3306 username@your_server_ip
If port 3306 is in use on the client machine, forward to a different port (e.g., 3307):
ssh -L 3307:localhost:3306 username@your_server_ip
Remote Desktop (RDP) Forwarding
To use RDP over SSH, forward port 3389:
ssh -L 3390:localhost:3389 username@your_server_ip
If port 3390 is in use, change it to another port like 339:
ssh -L 339:localhost:3389 username@your_server_ip
4. Verify Connection
Check the forwarded port connection with:
netstat -an | findstr 3390
Conclusion
By following these steps, you can securely access a Windows Server using SSH and establish port forwarding for MySQL or RDP. Let me know if you need screenshots for specific steps!
Through RDP use : localhost:3390
